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Introduction to Expresso® 3.5 

 

What is Expresso® 3.5?  Expresso® 3.5 is a software-as-a-service (“SaaS”) that embodies the National 
Institute of Standards and Technology (NIST) seven (7) step process for performing Risk 
Assessments. Expresso® builds on the NIST foundation to facilitate performing Risk Assessments 
by rationalizing the NIST methodology in a manner that makes it accessible to lay persons. What 
QuickBooks Online (“QBO”) did for accounting, Expresso® 3.5 does for Risk Assessments and 
Breach Notification. QBO did not eliminate all the work associated with accounting, but 
transformed accounting from a necessary evil, something to be avoided at all costs and/or handed 
over to a third party, to something that a businessperson could master at some basic to intermediate 
level. 

 

Expresso® 3.5 is a key component of our Subscription that helps your organization build a Mature 
Compliance Program “(Program”). Under the HIPAA Safe Harbor Act, signed into law by President 
Trump in January 2021, having a said Program mandates that OCR lessen civil monetary penalties 
(“CMPs”) even if it finds non-compliance in certain instances. 
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Expresso® 3.5 also includes the following enterprise class modules:  

• Click here or read below to learn about Expresso®’s Risk Assessments  

• Click here or read below to learn about Expresso®’s Breach Notification Wizard  

• Click here or read below to learn about Expresso®’s Compliance Repository (single 
version of the truth) & access to all Products 

• Click here or read below to learn about Expresso®’s Business Partner Vetting (BPV) 
(Expresso® Silver) 

• Click here to learn about Expresso®’s Requestor  

The Requestor is mission critical for a mature Program under the most insidious and disruptive 
requirements of the Prosed Privacy Rule. Without it you can’t meet the Compliance Equation® 
and are not in compliance with these new requirements. 
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Compliance Equation®:  Policy (organizational intentions) + Processes (actualized in your 
organization that underpin the Policy) + Tracking Mechanisms (that enable capturing Process 
Results and are readily producible) = Visible Demonstrable Evidence (“VDE”). All three elements 
are required with auditors placing the most significant weight on the third. The equation is 
universally Axiomatic for any compliance regime requirement.  

 

Risk Assessments 

 

Expresso® comes pre-populated with (T)hreats, (V)ulnerabilities, and potential business (I)mpacts to 
your organization—making the calculation of (R)isks easier than the tedious process that our 
competitors offer. In addition to pre-populating Threats, Vulnerabilities, and Impacts, Expresso® 
comes pre-populated with Controls that cover all Security Rule implementation specifications. 
Expresso® also allows you to modify all pre-populated data in a manner that best fits your 
organization. The following list summarizes Expresso®'s principal features. Expresso®:  

• allows you to bulk import Security Objects (people, places, assets, processes and other things 
to which Security Controls are applied); 

• comes pre-populated with known threats and vulnerabilities to allow for easier pairing of the 
two; 

• allows Security Objects to be categorized via a user defined taxonomy so that Controls can 
be applied at various levels of classification; 

• allows you to retain instances of past Risk Assessments for reporting purposes; 

• allows for tracking the results of the Controls applied in the remediation step; and 

• is based on an authoritative methodology (e.g. NIST SP 800-30) to meet regulatory 
compliance objectives. 

Expresso® “productizes” the equation and the process that emerges from the NIST 
methodology as depicted in the graphic below. The NIST methodology is an example of “best 
practices” referenced in the HIPAA Safe Harbor Act.  
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This methodology for calculating the subjective value of a Risk provides a universal grammar that 
can be used with any compliance regime. For example, we have used it with Expresso® for GDPR, 
CCPA, and for a HIPAA Privacy Rule gap analysis. 

 

Compliance Repository “Docs” & Products 

 

Release 3.5 also includes DOCS1, Expresso®’s “single version of the truth” where all your latest 
policies, procedures, training, remediation documentation etc. should be kept. First an OCR Auditor 
is going to expect that you have one, otherwise the inference that compliance documentation may be 
scattered across the organization if it exists at all. If at the time of an audit, you can demonstrate that 
additional documents requested are readily reproducible then it significantly enhances the perception 
of a mature Program. For example, if there is “no single version of the truth” then how does 

 
1 DOCS first became available in Expresso® 2.0. 
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workforce transition turnover/takeover process in a methodical manner. Often when key 
compliance personnel leave the company their replacement does not have the vaguest idea where 
compliance artifacts have been stored.2 

 

Expresso®’s Compliance Repository is also where user can readily access our vast curated content 
library. 

Compliance Repository Menus are shown below. Release 3.5 also includes additional Enterprise 
Modules described below. 

 

Figure 1 DOCS Menus 

 

No additional files can be saved or deleted in the Products folder. Only download is available. 

The following graphic illustrates menus for the Products folder. 

 

 
2 See the Mature Compliance Program data sheet for more information. 
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Figure 2 Access to Products 
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Breach Notification Wizard 

 

The objective of the Wizard is to teach Users how to use our Breach Notification Framework (i.e. 
how to legally determine whether a Breach has occurred) and to facilitate creating the required 
documentation in a systematic fashion. It allows you to analyze Incidents that required special 
attention. 

 

The Wizard is broken down into a series of Sections each of which is described in detail in 

Expresso® 3.5’s User’s guide. Each time the User presses on the “pencil button” a “wizard” 
appears that helps the User make a decision that is critical to determining whether Breach 
Notification is triggered. The current state (i.e. what is selected) of the wizard is saved each time you 
hit “UPDATE,” which implies that the Incident Document is also saved at this time. The reasons 
for the incremental saves are many-fold but include the following: (1) to document the decision that 
a User made during this step in the Framework; and (2) to allow the User to complete the Incident 
Document over time as information will be required from various parts of the Organization.  

 

The purpose of each wizard is to provide the ability to make decisions regarding associated data that 
will be documented in the “description control” field of its respective Section. This Expresso® 3.5’s 
wizard module allows you to show an auditor that you have a mature program for tracking incidents. 

 

 

 

Figure 39 Incident Home Page 
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Business Partner Vetting 

Expresso Silver Admins begin 
the vetting process by adding 
company and contact 
information for the potential 
partner by clicking on Partners 
from the Main Menu. New 
partners can be added by 
clicking “New Partner” to the 
right of the screen. Then. 

Partner information is added as well as at least one Contact for the partner. A Partner Contact is 
necessary so they may log into the BPV Portal and complete the questionnaire. 

 

 

 

 

 

 

 

 

Without Expresso® 3.5’ Business Partner Vetting (“BPV”) module you can’t demonstrate to an 
auditor that you are getting “satisfactory assurances” that your business associates and other partners 
are treating the PHI you entrusted to them in the same manner you would. For example, the visible 
demonstrable evidence that a business associate is complying with the HIPAA Security and Privacy 
Rules are mandated by the HITECH Act.  

 

OUR BPV module is sold under our Silver Subscription Plan. 

 

Entering Partners in Expresso Silver 
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The Requestor 

 

The Requestor is a tool in Expresso® to document requests (e.g. PHI: Access, Restrictions, 
Amendments, Disclosures, and others "Requests" from patients. It is also the place where patient 
encounter documentation is entered under the purported Privacy Rule. Generally, the name of 
the requester, the date the request was received, who in your organization was assigned to fulfill the 
Request, and what specifically was requested. The Requestor also has an analytical reporting feature 
where reports can be run by Regime and type of Request, Patient, Assigned workforce member, etc. 
When reporting on requests, fields can be left blank, for example, you can run a report for all 
Requests for Access, regardless of who requested them or to whom they were assigned. Counsel and 
your Compliance Officer should frequently run reports to ensure that dates are not missed, and 
patients do not file complaints to OCR, etc. Without the Requestor your organization hasn’t 
captured process results for these requirements and therefore cannot satisfy the Compliance 
Equation®. 

 

 

 

 

Summary 

Other Compliance Regimes 
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As discussed above, future use of Expresso® may support additional compliance regimes as market 
demands warrant (e.g. PCIDSS, SOX, and GDPR). 

 

If you purchase our Subscription Plan for HIPAA, you can add the “GDPR Module” that will allow 
you to perform a Data Protection Impact Assessment for the EU’s GDPR. Because the NIST 
methodology is compliance regime agnostic, Expresso® can support any compliance regime with the 
appropriate “load file.” You can also add a CCPA module. These are one time add-ons that don’t 
impact your annual renewal fee. 

Benefits 

 

1. Pre-populated (T)hreats, (V)ulnerabilities, (I)mpacts, (R)isks, and (C)ontrols ("TVRCs") 
allows you to perform a Risk Assessment in hours, instead of weeks or months; 

2. The ability to capture an unlimited number of Risk Assessments over time in order to show 
visible, demonstrable evidence of past compliance;  

3. The ability to import Security Objects (e.g. people, processes, PCs, servers, networks, 
applications, databases, physical plant, etc.) from your existing systems thereby minimizing 
the amount of data entry required; 

4. Tracking mechanism(s) for capturing Risk Assessment process results in the form of 
predefined reports:  the Scorecard measurement Report; 

5. The ability to import (T)hreats and (V)ulnerabilities from authenticated sources: leveraging 
industry data where available; 

6. The ability to directly link to the full source code of Security Rule Controls on the HIPAA 
Survival Guide website; 

7. Scalability, reliability, and availability built-in out-of-the-box using Microsoft’s cloud 
platform Azure; and 

8. Much, much more, including a UI that was built for ease of use and clarity that increases 
your Risk Assessment productivity on day one. 

9. The ability to maintain a single version of the truth in your Compliance Repository. 

10. The ability to get access to our entire product suite directly from Expresso®. 
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11. The ability to save hundreds of person hours when analyzing an Incident that your 
organization has determined requires closer scrutiny because it may trigger Notification. 

12. The ability to use Expresso® and a single methodology across compliance regimes. 

Approach & Methodology 

 

Expresso® adopts an agile compliance methodology that allows a customer to eat the Risk 
Assessment elephant one bite at a time. There is no regulatory requirement that dictates the 
comprehensiveness of a Risk Assessment each time one is required. In fact, NIST has the following 
to say pursuant to this topic: 

 

There are no specific requirements with regard to: (i) the formality, rigor, or level of 
detail that characterizes any particular risk assessment; (ii) the methodologies, tools, 
and techniques used to conduct such risk assessments; or (iii) the format and content 
of assessment results and any associated reporting mechanisms. Organizations have 
maximum flexibility on how risk assessments are conducted and are encouraged to 
apply the guidance in this document so that the various needs of organizations can 
be addressed, and the risk assessment activities can be integrated into a mature 
organizational risk management processes.3 

 

Therefore, the most important thing you can do with Expresso® is to get started—which means as a 
practical matter, that you likely won’t have all your Security Objects loaded nor every potential 
threat/vulnerability pair identified. The requirement is that you make a “good faith” effort to 
perform a Risk Assessment and that you continue to improve on the rigor and quality of your 
assessments going forward. 

Build a Risk Assessment Presence  

 

It’s critical that all stakeholders, from the C-Suite to the most recent addition to your Workforce, 
recognize the importance of performing regular assessments. The threat landscape is changing much 
too quickly for Risk Assessments to be seen as merely an Information Technology issue. In fact, the 
consensus is that such a narrow view of Risk Assessments is likely to fail.  

 
3 See NIST SP 800-30 Rev. 1 p. 9. 
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Analyze Results 

 

You can’t manage what you don’t measure—at least not in a competent and professional manner. A 
Risk Assessment is an analysis step where you identify Security Controls to be implemented to 
reduce Risks levels to those that are “reasonable and appropriate” for an organization of your size, 
complexity, etc. It stands to reason that once you have identified the required Controls you must 
implement them as part of your Risk Management program and subsequently track their 
effectiveness. Expresso® allows you to update the status of a Risk once the implemented Controls 
have yielded results. 

 

To summarize, Expresso® dramatically reduces the pain associated with performing Risk 
Assessments and Breach Notification. It provides the internal and external reports necessary to 
show visible demonstrable evidence of both regulatory compliance and a commitment to protecting 
unauthorized access to your information.   

 

 

 


