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Introduction 
Our Subscription Plans contains a significant number of model documents, including various tools 
and templates, that help you comply with the Rules. This Datasheet describes many of the model 
documents that are available, but it is not exhaustive. We continuously innovate and add to our 
model document library in order to increase the value of our Subscription Plan to customers. 
 

Model Checklists  
As discussed below our Subscription Plan delivers the following Checklists: (1) Privacy Rule; 
Security Rule; and (3) Cloud, Social Media & Mobile. Our HIPAA checklists and Frameworks 
provide you with step-by-step guidance regarding the “big concepts” contained within the Rules. 
For example, our Privacy Rule and Security Rule checklists provide for each requirement of the 
respective Rules: (1) a policy; (2) a suggested set of processes that underpin each policy; and (3) 
suggested tracking mechanisms that capture process results.  
 

Overview 
 

This begs the question, what do we mean by a checklist, and more specifically in this context, a 
legal/compliance checklist? The short answer is that it is a way to “attack” problems or issues. 
Checklists have been widely adopted across industries (e.g., aviation) and are now becoming 
acclaimed in the practice of medicine. Our Checklists combine reusable solutions with analysis 
patterns, research, useful organizational techniques, and specific examples of successful approaches; 
it is like having your own personal library, which can be tailored specifically for your experience and 
organization. 
 
Our Checklists are intended to provide guidance, including suggested policies, processes, and 
tracking mechanisms that enable you to make sense out of this new terrain. They are intended as a 
knowledge transfer vehicle to allow you to derive the HIPAA compliance solution that works best 
within your organization. Our Checklists will “walk you through” the relevant statutory/regulatory 
sections of the HIPAA Rules, highlighting the policies, processes and tracking mechanisms required 
at a granular level. 
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1 
 

What is a Policy 
 

The word “policy” can be used in so many ways that it bears some exploration, especially 
regarding HIPAA regulatory compliance. We often talk of “developing a policy,” or of 
“implementing a policy” or “carrying out a policy.” For example, 45 CFR §164.530 (i)(1)[3] states 
as follows: 
 

Standard: Policies and procedures. A covered entity must implement policies and 
procedures with respect to protected health information that are designed to comply with 
the standards, implementation specifications, or other requirements of this subpart 
and subpart D of this part. 
 

Notice that the standard above makes a distinction between policies versus procedures. In general, 
think of a “policy” as a purposeful set of decisions or actions usually in response to a problem that 
has arisen. From a compliance perspective, a policy is a set of statements, including decisions and 
actions regarding what an organization intends to do in order to meet its regulatory requirements 
(e.g. see our Breach Notification Policy). A policy indicates what an organization intends to do and 
is often used as a communications vehicle of that intent. 
 
What is a Process? 

A process is a repeatable series of steps that are accomplished over time. From a HIPAA 
regulatory compliance perspective, processes are how policies get implemented. Policies without 
processes are nothing more than empty promises and will not prevent serious compliance liability. 
HHS will require evidence of policies and processes. For example, the Privacy Rule in section 45 
CFR §164.530 (b)(1) states the training requirement as follows: 

 
1 This is the Compliance Equation® in graphical format. If each requirement of a regime satisfies the equation, then 
your organization is in compliance with that requirement by definition. The equation is axiomatic and applies to any 
regulatory regime. 
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Standard: Training. A covered entity must train all members of its workforce on the 
policies and procedures with respect to protected health information required by this subpart 
and subpart D of this part, as necessary and appropriate for the members of the workforce 
to carry out their functions within the covered entity. 

 
The requirement expressly states that the training must cover both your organization’s policies with 
respect to the Privacy Rule and your underlying processes. Notice that nothing in the standard 
indicates how the required training should be carried out. The training standard has a corresponding 
implementation specification that reads as follows: 
 

(2) Implementation specification: Training. 
(i) A covered entity must provide training that meets the requirements of paragraph (b)(1) of 
this section, as follows: 

(A) To each member of the covered entity's workforce by no later than the 
compliance date for the covered entity; 
(B) Thereafter, to each new member of the workforce within a reasonable period of 
time after the person joins the covered entity's workforce; and 
(C) To each member of the covered entity’s workforce whose functions are affected 
by a material change in the policies or procedures required by this subpart or subpart 
D of this part, within a reasonable period of time after the material change becomes 
effective in accordance with paragraph (i) of this section. 

(ii) A covered entity must document that the training as described in paragraph (b)(2)(i) of 
this section has been provided, as required by paragraph (j) of this section. 

 
Again, although the implementation specification speaks to when training is required and the fact 
that it must be documented, it does not prescribe how your training should be conducted. 
Your training process is the vehicle used to specify, with a degree of detail and rigor, how your 
training will be carried out (e.g. formal classroom training, audited video training, self-help training, 
etc.). 
 
What is a Tracking Mechanism? 

A tracking mechanism is a way to keep track of process results. For example, QuickBooks is a 
tracking mechanism for accounting data and processes. You must be able to track the results of your 
compliance processes if you hope to provide Visible Demonstrable Evidence (“VDE”) that you are 
meeting regulatory requirements. Your HIPAA training policy indicates your compliance training 
intentions; your training process is how you go about fulfilling those intentions; and your tracking 
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mechanism must capture the results of your training process (i.e. how well you did in meeting your 
intentions). HHS will likely want to see evidence of all three components, but if you cannot 
show process results, then your entire training initiative is likely to be suspect. 
 
There are many compliance processes that require tracking within the Privacy rule including, but not 
limited to the following: 
 

1. patient privacy notice provisioning process; 
2. patient authorization process; 
3. patient restriction request process; 
4. patient complaint process; 
5. patient record access request process; and 
6. workforce training process. 

 
This “short list” of processes is not exhaustive but rather illustrative of the scope and magnitude of 
what needs to be tracked to move your organization along the compliance continuum toward full 
compliance. 
 
How should your compliance processes be tracked? It is no longer reasonable to track compliance 
processes on paper (if it ever was). You are going to need a suitable Intranet, spreadsheets, 
and/or HIPAA compliance software to track and report effectively. We recommend the latter 
because it is the most economically viable option, even for small covered entities and business 
associates 
 

Privacy Rule Checklist 
Our Privacy Rule Checklist covers all the requirements of the Privacy Rule allowing you to create 
Visible, Demonstrable, Evidence (“VDE”) of compliance for requirements of the Rule. We also 
deliver a scorecard wherein you can grade your organization on its Privacy Rule Compliance. 
 

Security Rule Checklist 
Our Security Rule Checklist covers all the requirements of the Security Rule allowing you to create 
Visible, Demonstrable, Evidence (“VDE”) of compliance for each requirement of the Rule. Like the 
Privacy Rule Checklist, we also provide a scorecard where you can grade your organization on its 
Security Rule Compliance. 
 

Cloud, Social Media & Mobile Checklist (“CSMM”) 
This Cloud Social Media & Mobile Checklist (“CSMM”) offers a Compliance Officer CSMM 
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HIPAA best practices in this rapidly evolving technological and regulatory landscape. The Checklist 
should be viewed as an addendum to your existing HIPAA compliance program. It is a different 
kind of Checklist because it is derived from “first order” requirements contained in the Privacy Rule 
and the Security Rule. Again, we provide a scorecard wherein you can grade your organization on its 
CSMM Compliance. 

 
Model Frameworks 
 
The term “Framework” means a mechanism for “attacking” a compliance problem or issue by 
providing direction regarding how to think through and solve a problem, based upon the experience 
of others. Our Compliance Frameworks differ from our Checklists in that the former takes a set of 
requirements holistically providing the necessary guidance. For example, our Breach Notification 
Framework addresses the requirements of the Breach Notification Rule as a conceptual whole. This 
is true of our Breach Response Framework and our Contingency Framework as well. All of our 
Frameworks come with tools and templates that help you comply with the respective requirements. 
 
Our Frameworks big picture guidance in a slightly different fashion. For example, our Breach 
Notification Framework walks you through the process of determining when Breach Notification is 
triggered, and the content required to notify. It also provides the time of notification. 
 

Breach Notification Framework 
Our Breach Notification Framework addresses the requirements of notification that were 
introduced under the HITECH Act, specifically section 13402. These requirements did not originally 
exist under HIPAA. HHS subsequently (i.e. after the promulgation of the HITECH Act) issued 
regulations pertaining to Breach Notification in 45 CFR 164 (Subpart D). In general, this is the 
universe of controlling legal authority, to be supplemented by Federal common law, as Breach 
Notification cases are heard by the Federal Courts. Our Breach Notification Framework addresses 
every requirement in 45 CFR 164 (Subpart D). 
 

Breach Response Framework 
Our Breach Response Framework provides organizations of all sizes who experience a breach, the 
tools to meet the requirements of various federal, state and private regulatory regimes. HIPAA is 
simply one regulatory regime example. After disasters that result from high profile breaches, 
organizations are starting to realize that it’s not a question of “if” they will experience an attack that 
leads to a breach, but simply “when.” Despite this realization most, C-Suite participants are at a loss  
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as to how to proceed, given their lack of subject matter expertise, and the myriad of options 
available—from enhancing their cybersecurity fortifications to transferring the risk via insurance. 

 
Contingency Framework 
Our Contingency Framework provides HIPAA stakeholders with the tools to meet requirements of 
HIPAA’s Administrative Safeguards standard §164.308(a)(7)(i) (“Contingency Standard”) and its five 
implementation specifications (“Controls”). All five Controls fall under §164.308(a)(7)(i)(ii) as 
follows:  
 

(A) Data Backup Plan (Required). Establish and implement procedures to create, retrieve 
and maintain exact copies of electronic protected health information (“ePHI”).  
(B) Disaster Recovery Plan (Required). Establish (and implement as needed) procedures 
to restore any loss of data.  
(C) Emergency Mode Operation Plan (Required). Establish (and implement as needed) 
procedures to enable continuation of critical business processes for protecting the security of 
ePHI while operating in emergency mode.  
(D) Testing and revision procedures (Addressable). Implement procedures for periodic 
testing and revision of contingency plans.  
(E) Applications and data criticality analysis (Addressable). Assess the relative criticality 
of specific applications and data in support of other Contingency Plan components. 

 
These Controls are now generally referred to as “Business Continuity” across industries and 
encompass much more than a mere Data Backup Plan. 
 

Model Contracts 
As enumerated below our Subscription Plan contains Model Contracts—which are ready-to-go out-
of-the-box with few changes required. Our Model Contracts each contain an “annotated version” 
which serves as an educational tool, pointing to the source code of the regulations from which the 
respective terms and conditions were derived. 
 

• Covered Entity to Business Associate Contract 
• Business Associate to Business Associate Contract 
• 42 CFR Part 2 Lawful Holder contract 

 
Our Model Contracts were prepared by our CEO, who is a recognized national authority on 
HIPAA. They contain all the necessary regulatory language, and other helpful language that you are 
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unlikely to find elsewhere (e.g. the parties agreeing to a Breach Notification Communications Plan 
30 days post execution). 

 
Model Policies 
Our Subscription Plan comes with the following Model Policies that ready to use out-of-the box. 

• Model Mobile Policy 
• Model Privacy Rule Policy 
• Model Notice of Privacy Practices 
• Model Security Rule Policy 
• Breach Notification Policy 

 
We recommend that policies be distributed and signed by your entire Workforce after vetting with 
the executive management team. This seemingly simple step is often overlooked. Policies that are 
not read, understood, and approved are virtually worthless; representing nothing more than “flowery 
language” about what the organization intends to do. Workforce signatures demonstrate the 
organization’s intent. 
 

Model Forms & Letters 
Our Subscription Plan contains many Model Forms mostly helpful for your Privacy Rule 
compliance initiative: 
 

• PHI Patient Access Request Form 
• PHI Patient Amendment Request Form 
• PHI Patient Accounting Disclosures Request Form 
• PHI Patient Restriction Request Form 
• Workforce Sanction Form 
• Business Partner Vetting Form 
• Media Breach Notification Press Release 
• Patient Breach Notification Letter 
• Named Compliance Officer Letter 
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Model Spreadsheets 
Our Model Spreadsheets are part of the tools & templates that come with our Subscription Plan.  
 

• Training Capture 
• Incident Tracking 
• Security Rule Scorecard 
• Privacy Rule Scorecard 
• Breach Notification Rule Scorecard 
• Cloud, Social Media & Mobile Scorecard 
• Security Objects 
• Business Partner Vetting Scorecard 

 
Our Spreadsheets are instrumental in helping you keep track of where you currently stand in your 
HIPAA compliance initiative, or where one of your Business Associates stands in theirs. 

Summary 
The breadth and depth of our Model Documents led one customer to state that our Subscription 
Plan contains “an embarrassment of riches.” Indeed, it does. Fine tuned over the last decade, our 
Model Documents alone are worth the price of admission. 

 


